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ABSTRACT

As ICT convergence is progressing in all industrial fields and creating the global ecosystem of the supply chain is
accelerating, supply chain risk related with cyber area are also increasing. In particular. the supply chain of ICT products is
very complex in terms of technical and environmental factors to be managed, so it is vert difficult to transparently manage
the entire life cycle. Accordingly, the US, UK, and EU, etc. are conducting and establishing cyber supply chain
security-related research and policies for ICT product supply chains. Korea also has the plan to establish management system
to secure the supply chain of major ICT equipment as a task in the basic plan of the national cybersecurity strategy
announced in 2019, but there is no concrete policy yet. So, In this paper, we review the cyber supply chain security
management system in the United States and present a supplementary way to the National Information Security Manual in
Korea from the perspective of cyber supply chain security. It is expected that this will serve as a reference material for
cyber supply chain measures that can be introduced in domestic information security field.
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Table 3. Mapped Items of National Information Security Manual and NIST SP 800-161 Rev.1(Draft)

National Information Security Manual

NIST SP 800-161
Rev.1(Draft)

Chapter 2
(Digitization
Business
Security)

(Business Plan)

Chapter Section Clause Control Identifier
Clause 4
(Duty) PM-2, PM-29, PS-1
Clause 5 AC-1, AT-1, AT-3, AU-1,
(Operating of Information CA-1, CM-9, MA-1, IR-1,
Security Officer) MP-1, PM-3
Clause 6
Chapter 1 B (Establishment of Annual PM-4
(General Rules) Implementation Plan)
Clause 8
(Information Security Audit, AU-1, PM-6
etc.
Clause 9 AT-1, AT-3, AT-4, PM-13,
(Information Security
. SA-5, SR-11
Education)
CM-1, CM-2, CM-5,
CM-6, CP-1, PE-1,
a1 12 PE-18, PL-8, PM-28,
(Establish Sause,t Ny ) | RA-L RA-2, RA-3, RASS,
. stablish Security Measure RA-T. RA-9. RA-10. SA-2.
Section 1

SA-9, SC-27, SR-2, SR-3,
SR-5, SR-6

AU-13, PE-17, PE-20,

Information which prohibited
leakage)

Clause 13
. SA-1, SA-3, SA-4, A-10,
(Detaﬂsgﬁoﬂfsge)que“ for SA-11, SA-15. SA-16,
P SC-8. SR-8
Section 2 - Consider on the overall OM-A4
(Security Review) clause
- Consider on the overall PL-8
Section 3 clause
(Product Clause 24
Introduction) (Submission of Introduction PM-5, SR-4, SR-13
Status)
Clause 26
(Contractor Security) AC-3, AC-17. AU-16
Clause 27
(Software Development CM-7, CM-10
. Security)
Section 4
(Contract and .Clause 28
Business Execution) (Off-site Deyelopment AC-17
Security)
Clause 30
(Actions in case of Leakage AU-13
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. . . NIST SP 800-161
National Information Security Manual Rev.1(Draft)
Chapter Section Clause Control Identifier
. CM-3, SC-1, SC-18, SC-30,
Consider on the overall clause SR-9 SR-11
Clause 40
Section 1 (Separation of Internal AC-4, TA-3, 1A-4, SC-T7,
(Information and Network and Internet SC-37, SI-3
Communications Network)
Network Security) Clause 43 AC-18
(Wireless Lan Security)
Clause 50
(Information System Security CM-7
Responsibility)
Clause 51 MA-3, MA-6, SA-22, SI-2,
(Information System
. SI-7, SR-9
Maintenance)
Clause 52
. (Online Maintenance through MA-4, MA-5
Section 2 . .
. designated device)
(Information System
Security) Clause 54 SC-5
(Public Sever Security)
Clause 55 AU-2, AU-3, AU-6, AU-10,
(Maintain Log records) AU-12
Clause 57
ChaPter'3 (Security for Work using AC-19
(Inf("mdatlon Mobile Device)
an
S Clause 61 g g B B
C?\Iminun.llgatlo;s (Disposal of Storage Media) MP-5. MP-6. PE-20, SR-12
Ie Wwork an - Consider on the overall PM-25, PM-26, PM-27,
nformation
q clause PT-1, SC-28
ystem
Security) Clause 68
(Prevent Leakage of SI1-20
undisclosed Business data)
Clause 70
Section 3 (Posting Materials Security AC-22
(Data Security) such as website)
Clause 71
(Information and ~ ~
Communications Network CM-8, CM-10
Status Data Management)
Clause 72
(Big Data Security) AC-23
Clause 73
(Security for Individual User) P83, PS-7. SA-21
Section 4 Clause 75 AC-5, AC-6, AC-20, ACH4,
(User Security) (Account Management) IA-2, TA-8, PL-4, PM-10
Clause 76 A5
(Password Management)
i Clue 1
(Establish Protection PM-8
Infrastructure
. Measure)
Protection)
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National Information Security Manual

NIST SP 800-161
Rev.1(Draft)

(Cyber Threat

Chapter Section Clause Control Identifier
Clause 87
(Information and PE-2, PE-3, PE-6, PE-16
Section 1 Communication Protection
Chapter 4 (Information and Measure)
(Convergence Communication Clause 90 AC-18
Security) Facilities-Device (RFID Security)
Protection) . Clause 92 ' CP-2. CP-6. CP-T. CP-8.
(Disaster Prevention
SC-47
Measure)
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